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1. Introduction  
 

The Synchrophasor Data Conditioning and Validation Project sponsored by the US department 

of Energy Consortium for Electric Reliability Technology Solutions (CERTS) program was started 

in December 2012.  The project objectives are to develop, prototype, and test various methods 

for conditioning and validating real-time synchrophasor data.  The project is divided into three 

phases.   

 Phase 1: Conceptual Design and Prototype Development 

 Phase 2: Prototype Demonstration 

 Phase 3: Functional Specifications of the Data Validation System  

Electric Power Group (EPG) approached the project by taking a broader look at data quality.  

Overall quality of data is affected by the equipment that makes the measurement, the 

communications used to gather it, and the equipment used to process and store it.  Those 

factors in turn are affected by the overall design and management of the data system.  To 

evaluate this, the Task 1 of Phase 1 was a survey of utilities that are implementing 

synchrophasor projects to determine their data issues and how they dealt with them.  It also 

provided information on the implementation and management of their systems to give some 

insights as to the source of successes and failures. 

Task 2 of Phase 1 was a best practices report based on information gleaned from the 

interviews.  Since the projects were typically not very far along, much of this second report was 

based on Electric Power Group, LLC (EPG) experience with the many projects they are involved 

in.  The best practices report focused on design, implementation, and administration of these 

systems.   

Task 3 of Phase 1 required design, development, and testing a prototype algorithm for 

validation and conditioning of the data itself.  The prototype testing at this stage was only to 

confirm operation of the algorithm implementation.  Phase 2 will fully test the algorithm using 

both simulations with error injection and actual data sets. 

Task 4 covers outreach with project participants and the larger community users of 

synchrophasor systems.  This report details the meetings and feedback received from 

participants. 

2.  Summary of project Phase 1  
A summary of each task is presented here.  For greater detail see the full report. 



A. Task 1, Synchrophasor user survey 

The first task of Phase 1 was a survey of utilities that are implementing synchrophasor projects, 

particularly those sponsored by Smart Grid Investment Grant (SGIG).  The purpose was to 

determine their data issues and how they dealt with them.  It also provided information on the 

implementation and management of their systems to give some insights as to the source of 

successes and failures. 

20 utilities were interviewed.  These ranged from transmission operators with a small coverage 

area to a large ISO.  Most of these were still in the process of deploying their synchrophasor 

system did not have much experience with its operation.  Consequently most of the 

information was drawn planning and deployment rather than operation.  Most companies 

believed that their projects were going well and close to schedule.  A few with operational 

experience reported good reliability and successful operation.  Applications that use phasors 

generally lagged behind development, so little information was provided on user experience 

with the information.  Most companies were planning future expansions of their systems.    

B. Task 2, Best practices report 

The second task of Phase 1 was a best practices report based on what was observed in the 

interviews.  Since the projects were typically not very far along, much of this second report was 

based on Electric Power Group, LLC (EPG) experience with the many projects they are involved 

in.  The report focused on design, implementation, and administration of these systems. 

Design is the first step.  Synchrophasor systems require field measurements, real-time 

communications, and EMS type analysis-monitor-alarm applications in a tightly couple system.  

Design should include specialists in all three areas from the start.  Consideration is required for 

initial deployment with less than the optimal system.  A design should plan for expansion to a 

possible final configuration.  The design team needs to consider the application performance 

requirements to be sure the system and selected equipment will meet them. 

Implementation largely follows company practices for installation for the specific types of 

equipment.  For example, PMUs are connected to communication, timing, and AC signals in the 

substation much the same as a DFR or relay would be.  The main difference would be that the 

PMU requires more accurate calibration and timing than most other devices.  Overall, the 

synchrophasor system needs to be checked out as a complete system, end-to end and include 

measurement comparisons with other data systems.  Accurate monitoring of data 

communication is needed to be sure communications are sufficiently designed to support the 

system.  The report includes appendices with detailed installation validation procedures and 

troubleshooting guidelines. 



System administration from concept through ongoing operation affects every aspect of the 

project.  While this is generally known and accepted, it is being stressed in this case because 

these projects span operational and jurisdictional boundaries both within and beyond individual 

companies.  It is critically important that lines of communication are opened up and 

maintained.  Planning requires compatible communications, data content, and data 

identification from end to end.  Operation and maintenance (O&M) requires continual 

coordination.  O&M goes on indefinitely, so changes in personnel as well as the system make 

regular training essential.  A strong administration is required to address all these aspects. 

C. Task 3, Prototype algorithm development 

The third task of Phase 1 was to research, design, develop, and test a prototype algorithm for 

validation and conditioning of the data itself.  The focus was to develop an algorithm that could 

be adapted to whatever programming type the user needed.  Implementation served to 

validate the assumptions and show places that could be improved as well as demonstrate the 

effectiveness of the algorithm. 

The algorithm was developed based on examination of the error sources and means of 

detection.  The guiding principles included using detection methods provided by the 

measurement system equipment and that we would not have more than minimal 

measurement coverage.  With the latter, error correction using over determined equations are 

ineffective.  Consequently, the algorithm depended largely on detecting errors in the data and 

measurement itself. 

In examining error sources, the first is the conversion of current and voltage from line values to 

signal levels that can be used by a PMU.  This includes PT/CT devices and related wiring.  Next is 

conversion from analog to digital values in the PMU.  The final measurement error source is the 

algorithm used to estimate the phasor value based on the digitized voltage and current 

waveforms. 

After phasor estimation the data is in digital format, errors are only created by corruption of 

digital values, incorrect scaling, incorrect identification of measurements, time mismatch, and 

errors in processing for end interpretation.  The algorithm was developed with sections that 

examine errors based on levels of detection.  The first section identifies errors that are detected 

directly by the communication interface.  The next stage looks for errors in message format 

that could include problems from a corrupted transmitting device.  Stage 3 looks at the 

timestamp for errors and skipped or duplicate data.  It also checks for excessive time delay 

variation.  Both stages 2 and 3 can be useful in detecting cyber intrusions.  The fourth stage 

processes the indications in the IEEE Status Flag from the data sending device.  These are first 

sent from the PMU and then updated as needed by other processing elements.  Stage 5 applies 

user set logical limits to detect values out of reasonable ranges of values.  This can detect 



incorrect scaling and mislabeled information.  The last stage applies topological principles to 

detect measurement errors.  These are alarm cases created by the user based on the 

measurements in relation to the system topology.  For example, if all currents into a bus are 

measured, the sum should be 0.  These cases can be entered into the detection algorithm by 

the user. 

This task has been completed with an error analysis and algorithm development reported in the 

third report of this project.  The algorithm was then implemented and the initial testing 

documented in the fourth report of the project. 

D. Task 4, Outreach Activities 

This task calls for meetings with project participants and to present outreach to the larger 
community.  The objective of this task is to present progress reports and obtain feedback on 
results, findings, activities.  The deliverable is attendance at meetings, documentation of 
problems with particular issues that require participant guidance, and listing agreed changes in 
the task requirements. 

Electric Power Group attended and presented updates of the Synchrophasor Data Conditioning 

& Validation project at four Joint Synchronized Information Subcommittee (JSIS) meetings at 

the Western Electricity Coordinating Council, two North American Synchrophasor Initiative 

meetings, a Webinar, and the Department of Energy annual review.  In each meeting, valuable 

discussion and feedback was used to improve the project.  The list of these meetings with a 

brief summary is presented below. 

Electric Power Group participated in the following industry meetings: 
 
a) On January 17, 2013, the Joint Synchronized Information Subcommittee of the Western 

Electricity Coordinating Council, in Phoenix, Arizona -- Ken Martin presented the Data 
Validation and Conditioning Project, including the project scope – phases, need for the 
project with examples, overall project, and projected time line.   

 
b) On June 13, 2013, the Joint Synchronized Information Subcommittee of the Western 

Electricity Coordinating Council, in Salt Lake City, Utah – Iknoor Singh presented a progress 
report on the data validation and signal conditioning project, including project purpose and 
scope, system design and implementation, phasor applications in use or planned, and next 
steps. 

 
c) On June 27, 2013, the Department of Energy Transmission Reliability Program, Washington, 

DC – Ken Martin presented the Data Validation and Condition Program, including the 
objective, three phases, approach, risk factors, and plan. 

 
 



d) On October 13, 2013, the Joint Synchronized Information Subcommittee of the Western 
Electricity Coordinating Council, in Salt Lake City, Utah – Ken Martin participated in the 
synchrophasor data validation session agenda item to discuss the progress report of the 
data validation and signal conditioning project.     

 
e) On October 22, 2013, the North American Synchrophasor Initiative meeting, in Chicago, IL – 

Ken Martin participated in the Model Validation Technical Workshop / Data Validation and 
Conditional Project with industry colleagues. 

 
f) On January 23, 2014, the Joint Synchronized Information Subcommittee of the Western 

Electricity Coordinating Council, in Scottsdale, Arizona – Ken Martin spoke on data quality 
and recommendations on PMU network design, management and administration.    

 
g) On January 28, 2014, Electric Power Group conducted a webinar which had 64 energy 

industry participants – Ken Martin presented synchrophasor data diagnostics detection and 
resolution of data problems for operations and analysis. 

 
h) On March 12, 2014, the North American Synchrophasor Initiative meeting, in Knoxville, TN – 

Ken Martin participated in the PRSVCC task team and presented an update on the Data 
Validation and Conditional Project with industry colleagues. 

 
The full presentations are presented in appendices A-G. 
 

3.  Feedback from outreach activities 

A. Comments from WECC presentations 

 

Several suggestions were received at the JSIS presentation in January 2013.  These listed below 

along with EPG action: 

Comment:  Talk to Harris and other data handlers such as the Defense industry to see how they 

handle data quality issues. 

EPG follow-up:  EPG contacted Harris with both phone calls and Email and did not receive a 

response for information or an interview.  Attempts to contact someone in the defense 

department were unsuccessful also. 

Comment:  Review the work done at PNNL (Jeff Dagle) and PG & E (Vahid Madani).  

 



EPG follow-up:  Jeff Dagle was contacted but didn’t have suggestions beyond what EPG was 

already doing.  Papers and presentations from both PNNL and PG&E were included in the 

review.   

 

Comment:  What are good engineering practices for substations? 

EPG follow-up:  This topic was covered in detail in the Best Practices report. 

 

Comment:  In surveys, ask the question “How much data is lost?”   

EPG follow-up:  This topic was included in the Surveys and is detailed in the Survey report. 

 

B. Comments from DOE review 

 

Reports at the DOE project review were evaluated by a panel of 5 reviewers.  The following 

table of comments was received from the review.  The follow-up to each comment is listed 

below the report. 



 

Comments/Feedback from the June 27, 2013, DOE Review Meeting 

Score Q1 Comments Q2 Comments

1 not scored (no comments provided) (no comments provided)

2 3 Important for NASPI going forward (no comments provided)

3 4 - This project provides an important need 

that is highly relevant to the grant 

recipients at this stage of the technology 

deployment

- A well planned and well executed 

project that is making a valuable 

contribution

- Looking for gleaming value-added workproducts prior to the 

completed functional specifications in mid-2014.  That way we can 

work toward developing a community perspective vs an individual 

vendor's solution.

- Will  be looking for opportunities to better integrate this activity into 

various NASPI activities.  One example is recommendations for using 

data error flags -- raiting awareness for consistent use of flags 

between the equipment vendors and applications.
4 5 Very useful work. Even 99.9% isn't good enough; need recommendations how to improve 

availability.

5 5 Helping PMU users understand the 

importance of PMU.  This is vital work 

and hopefully lead to better guidance 

and oversight for PMU validity.

- In your report, you did not specificy which flags: are these only the 

C37.118-2205 flags, other (non c37.118) flags, or do you include 

C37.118-2-2011 flags (which are not yet implemented)?

- Discuss the specifics of tests to be performed on the PMU data during 

system design and on commissioning.  Proposal:

1) determing the applications for the PMU data of each PMU to be 

installed;

2) determine the PMU performance needs;

3) determine the configration of the particular PMU model;

4) test that PMU to ensure the configuration gives the required 
6 3 Data validation is essential for 

technology acceptance & sharing best 

practices among various installations is 

very beneficial.

Defining uniform way to set STAT word to vendors would be benefical. 

Re--survey to collect operations/maint practices & including them in 

the report would be beneficial.

7 4 Need to begin process of commissioning 

and accepting all  new PMU's data and 

information.

Need to accelerate team to find methodology that can be standardized, 

and not just focus on reliability, but functionality. Develop standard 

commissioning, validation, system test report process, or some follow 

up collaboration schedule.
8 5 Synchrophasor data validation is 

paramount to assure the success of the 

deployment of PMUs in any company.

(no comments provided)

9 5 Good, thorough scope of investigation 

including all  the right pre-data, data-

affecting issues.

Provide as much firm guidance and recommendations as possible to 

Tos and RCs re system design, management, device installation, 

matching PMUs to applications, and commissioning.  Give specific 

recommendations to vendors about how to make life easier for 

customers (terminology, settings, advice, etc). Make eventual data 

valdator open source.
10 5 Critical for using synchrophasor data for 

operating decision making.

Good progress; industry participation (to increase)

Session:  V-A.   Presenter:  Martin

Q1 Ranks: (1) Not important (2) Somewhat important (3) Important (4) Very important (5) High Importance



Response to reviewer Question 2 comments (10 reviewer comments given): 

Reviewer comments 1, 2, & 8: 

No comments given. 

Reviewer comment 3: 

First comment is very supportive, no action indicated.  For the second, EPG is attempting to 

raise awareness and usability of IEEE C37.118 data flags through the algorithm implementation.  

Further detail on flag usage will be promoted in the algorithm documentation in Phase 3 of the 

project. 

Reviewer comment 4: 

EPG stated 99.9% availability is a minimal target.  This is actually a very high standard, 

considering the type of system.  99.995% is probably achievable, but that level of performance 

is highly subject to the details of reporting, such as if scheduled maintenance time is included in 

the statistic.  EPG does not believe levels of continuous, full-time availability higher than 99.9% 

are realistic targets at this time and simply create excess expenditure for deployment. 

Reviewer comment 5: 

C37.118-2005 and C37.118.2-2011 flags are essentially the same.  The report and the algorithm 

developed in Task 2 includes both. 

The test specifics are presented in Task 3 reports (which were not available at this review time). 

Reviewer comment 6: 

EPG will try to include some more specific definitions and use for the STAT indications.  At this 

time there is no clear way to do this.  The essential problem is that the indications are part of a 

published standard.  If the standard setting organization wishes to publish details, it becomes 

part of a standard and will be universally adopted.  There are so many different ways these 

characteristics can be determined, the standard development group chose not to do this.  Any 

other publication becomes an opinion and will not be universally followed.  In time, options will 

develop and then can b standardized. 

If the contract was extended, EPG would be happy to re-survey to see how O & M practices 

have developed. 

Reviewer comment 7: 



EPG is not sure it understands the first comment.  (These comments were received many 

months after the presentations.)  The best practices report probably addresses that comment 

and definitely the second. 

Reviewer comment 9: 

The guidance recommended is covered in the Best Practices report, particularly in Appendix A.  

EPG has not addressed recommendations to vendors, but will try to include this aspect in 

Phases 2 and 3.   

The validation algorithms will be fully described in phase 3.  Any vendor can use this to develop 

their own validation system, tailored to their wishes.  Every vendor uses their own code base, 

so it is unrealistic to supply code and expect all vendors to use it.  EPG will supply the algorithm 

it produces to demonstrate the project as a library that others can use with their code.  This will 

speed implementation for those that do not want to develop their own code base. 

Reviewer comment 10: 

No response needed. 

 

C. Project Management Comments 

All four reports have been submitted and reviewed by project management and advisors.  After 

submission of the first report draft, a number of improvements were requested for report 

format and description.  These were implemented in that report and have been carried through 

all reports.  Comments have been minimal, most along the line of “well done”, ” interesting”, 

“impressive”, and “excellent”.  Since these have been rather random and have not indicated 

the need for any correction or expansion, they have not been cataloged.  The PI can attest to 

finding these reports are widely distributed and well read. 

4.  Report Summary 
This task calls for meetings with project participants and to present outreach to the larger 

community.  These activities are summarized in section 1.D of this report.  The 7 meetings 

provided valuable feedback and good opportunity to disseminate this work.  In addition this 

work has received mention in several other presentations at professional meetings including 

the 2013 PES General Meeting and 2013 ISGT Europe.  When completed, the presentations 

have been posted on the NASPI web site.  This has provided further distribution as evidenced 

by a number of comments and requests for information sent to EPG.  This task completes Phase 



1 of project.  It has been quite successful in achieving its goals to date.  EPG is looking forward 

to moving on with Phase 2. 

 

  



Appendix A.  Presentation at JSIS on January 17, 2013 

The following slides were used for the presentation. 

DATA VALIDATION & 
CONDITIONING PROJECT

Ken Martin, John Ballance, Simon Mo, 
Prashant Chandrasekar, Iknoor Singh, 

Ashley Wang

Joint Synchronized Information Subcommittee Meeting
Tempe, AZ

January 17, 2013

 

 



Project Scope - Phases

 Phase 1: Conceptual Design and Prototype Development

– Review Existing SGIG Systems

– Recommendations for Infrastructure and System Administration

– Research, Design, Develop and Test Prototype

– Review Meetings

 Phase 2: Prototype Demonstration

– Develop Error Simulation Utility

– Data Validation Prototype Demonstration

– Review Meetings/Summary Report

 Phase 3: Functional Specifications of the Data Validation System

– Document Key Lessons Learned

– Functional Specification 

– Review Meetings

 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 

 

 

  



Appendix B.  Presentation at JSIS on June 13, 2013 

The following slides were used for the presentation. 

 

 



 

 

 



 

 



 

 



 

 



 

 

 

 



Appendix C.  Presentation at DOE OE review on June 27, 2013 

The following slides were used for the presentation. 

 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 

 

 

 



Appendix D.  Presentation at JSIS on October 17, 2013 

The following slides were used for the presentation. 

 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

Appendix E.  Presentation at NASPI on October 22, 2013 

The following slides were used for the presentation. 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 

 

 



Appendix F.  Presentation at JSIS on January 23, 2014 

The following slides were used for the presentation. 

 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 

 

 

 



Appendix G.  Presentation on EPG WebX on January 28, 2014 

The following slides were used for the presentation. 

 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 

 

 



Appendix H.  Presentation at NASPI on March 12, 2014 

The following slides were used for the presentation. 

 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 

 

 

 

 

 

 

 

 


